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User Access Controls 
[bookmark: _GoBack]Assurance Confirmation
For Business Owners



To be completed for each IT System/Application 
and submitted to National Director






	Application/System Name
	
	Location:
	

	Checklist Completed by:
	
	Signature:
	

	Email Address:
	
	Date:
	

	
	
	
	

	Manager’s name
	
	Signature:
	

	Title:
	
	Date:
	

	Email Address:
	
	
	




	Account Authentication and Authorisation
	Checked

	1. I confirm that end user account authentication is via users own credentials when logging onto device.
	

	2. I have identified and documented Business Owner and / or delegate who authorises and controls access to application.
	

	3. I, the Business Owner, have authorised:
· A process for approving and documenting authorisation. 
· The individuals who may approve user access to roles.
· Roles and their privileges follows the security principles of Least Required Access and Segregation of Duties.
	

	Notes / Comments:




	





	Account Provisioning
	Checked

	4. I confirm that the accounts are for individual use with a business need for this access and is role-based.
	

	5. I confirm that accounts are valid when the individual account holder has authorised access to the application or until the account is de-activated due to change in role or leaving organisation.
	

	6. I confirm that authorised Administrators:
· Review approvals and provision account/access.
· Track authorisations, including date of authorisation, identification of individual approving access, and identification of the role assigned or description of the access privileges granted.
· Grant access privileges only used to fulfil assigned job duties.
· Retain authorisations in accordance with the Records Management Policy.
	

	Notes / Comments:





	





	User Account Management and Maintenance
	Checked

	7. I confirm that Managers review user accounts and access privileges with employees upon notification of job changes (e.g., termination, job changes).
	

	8. I confirm that the Business Owner reviews accounts and access privileges annually to ensure that they are applicable to the employees’ job role.
	

	9. I confirm that Managers communicate to account administrators when an account or access privileges may require modification or deactivation.
	

	10. I confirm upon notification, accounts immediately deactivate and access privileges are removed when continued access is no longer required (e.g., terminated).  Deactivation is formally documented.
	

	Notes / Comments:






	





	Comments:

	







		
Based on the above, I _______________________ am providing the assurance to the Head of Service that the appropriate user access controls are in place and I confirm that checks have been carried out and validated.



Date: ________________________ 
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