Confidentiality Agreement to Be Signed by Independent External Expert Giving Input to a HSE Investigation

1.
The External Independent Expert giving input to a HSE investigation acknowledges that in the course of the Engagement he/she will have access to Confidential Information. The External Independent Expert has therefore agreed to accept and comply with the restrictions in this confidentiality agreement. 

2
The External Independent Expert shall not (except in the proper course of his/her duties) at any time for any reason whatsoever use or disclose to any person, firm or company (and shall use its best endeavours to prevent the publication or disclosure of) any Confidential Information without obtaining the relevant consents (including leave of Court, where applicable). This restriction does not apply to:

2.1

Any use or disclosure authorised by the HSE or required by law; 

2.2
Any information which is already in, or comes into, the public domain otherwise than through the External Independent Expert’s unauthorised disclosure;

2.3

Disclosures to the HSE’s professional advisers.

3
Without prejudice to the generality of the foregoing, the External Independent Expert shall be permitted to make limited disclosures of Confidential Information where the External Independent Expert reasonably and in good faith believes that such disclosure is necessary for the purposes of performing the Services (including but not limited to disclosures required in connection with any investigation or examination carried out by the External Independent Expert), provided always that:

3.1

Any such disclosure shall only be made to the extent reasonably necessary for the purposes of fair procedures;
3.2
The External Independent Expert shall seek the advice or direction of the HSE and/ or a suitable legal advisor in the event of any uncertainty as to the scope and/ or application of this clause
3.3

Any disclosure pursuant to this clause shall not breach, (or, if made, would be in breach of) the “in camera rule”, or otherwise contravene any Court order or direction.

4
All documents, manuals, hardware and/ or software provided for the External Independent Expert’s use by the HSE, and any data or documents (including copies) produced, maintained or stored on the HSE's computer systems or other electronic equipment (including Mobile Devices), remain the property of the HSE. 

5
The External Independent Expert shall take all necessary precautions to ensure that any Confidential Information held by, or available to, it is not disclosed, lost or permitted to be disclosed or accessed by third parties except as permitted by clause 2 or 3.

6
The External Independent Expert shall not send, take or remove any Confidential Information (or copies thereof) from premises owned or occupied by HSE without having received the written authorisation of the HSE.  Where the External Independent Expert receives the HSE’s consent to remove any Confidential Information (or copies thereof), the External Independent Expert shall:

6.1
Implement all reasonable human, organisational and technological controls to protect against accidental loss, destruction, damage, alteration, or disclosure of the Confidential Information;

6.2
Take the necessary precautions to maintain the security and confidentiality of, and prevent the unauthorised access to, or disclosure of, the Confidential Information; and

6.3

Adhere to any protocols, guidelines or requirements of the HSE.

7
Without prejudice to the generality of the foregoing, External Independent Expert shall ensure the security and integrity of all Confidential Information stored or maintained on mobile computing devices including laptop, notebook and netbook computers, personal digital assistants and mobile storage devices, including CD-ROMs, CDs, DVDs, portable hard drives and data/ USB keys (together “Mobile Devices”). 

8
The External Independent Expert shall indemnify and hold the HSE harmless from any loss, damage or claim arising out of or in connection with the use of Mobile Devices for any purpose whatsoever in connection with the provision of the Services provided that this indemnity shall not apply to any liability of the HSE in respect of the Excluded Liabilities.

9
The External Independent Expert shall not without the express prior written consent of the HSE use, access, store or maintain Confidential Information on Mobile Devices and where HSE has provided such consent, the External Independent Expert shall:

9.1
Ensure that any mobile devices used to store or maintain such Confidential Information are encrypted in line with the HSE Encryption Policy 


9.2
Ensure that only such Confidential Information as is absolutely necessary for the purpose of providing the Services is stored on Mobile Devices and that the Confidential Information is held on such Mobile Devices for the minimum period of time as is necessary and is promptly deleted from such Mobile Devices following such period; 

9.3
Take all necessary precautions to minimise the risk of theft or loss of the Mobile Devices; 

9.4
Ensure that all Confidential Information held on Mobile Devices is protected by the use of strong complex passwords and encryption methods; 

9.5
Return all confidential information related to their work on behalf of the HSE to the HSE at the end of the Investigation process.

9.6
Such other requirements as the HSE may from time to time in its absolute discretion specify.

10
The External Independent Expert shall ensure the security and integrity of any Confidential Information or other information or documentation which is required to be put in transit before, during and after transit.

11
The confidentiality obligations and restrictions of this confidentiality agreement will survive and continue to bind the parties following the termination or expiry of this Agreement.

Details and signature of person giving independent external expert input to HSE investigations:

Signed:

________________________________________________________

Print Name:

_____________________________________________________

Position:

_____________________________________________________

Date:     
/    
 /

____________________________________
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