If,'

leidhmeannacht na Seirbhise Sldinte
Health Service Executive

Privacy Impact Assessment (PIA) Form

Private & Confidential

This form should be completed with reference to the HSE Privacy Impact Assessment
Process Guidance Document

Version2.0
June 2019


https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiy2pnH2KLZAhVCZ1AKHT8SB5sQjRx6BAgAEAY&url=https://www.oceanfm.ie/2017/05/30/hse-confirms-ballyshannon-respite-services-resume-on-a-phased-basis/&psig=AOvVaw1aE4Vw0hYTDmTLFHgSiU6_&ust=1518604448011793

Document Information

Title: HSE Privacy Impact Assessment (PIA) Form
A PIA is a process to help identify and minimise the
) data privacy risks of a project or activity so as to ensure
Purpose: . . _ .
that patients and service users’ rights to privacy and
confidentiality are appropriately protected.
Author: Joe Ryan

Publication date:

August 2018

Review Date:

August 2020

Document History

Version Owner Author Publish Date
1.0 HSE Joe Ryan August 2018
2.0 HSE Joe Ryan June 2019

Contact Details

Data Protection Officer

HSE

Email: dpo@hse.ie

Phone: 01-635 2478

HSE PIA Form

Private & Confidential



mailto:dpo@hse.ie

Deputy Data Protection Officer West (excluding voluntary agencies)

Consumer Affairs, Merlin Park University Hospital, Galway.

e CHO 1 - Cavan, Donegal, Leitrim, Monaghan, Sligo

e Community Healthcare West — Galway, Mayo, Roscommon

¢ Mid-West Community Healthcare — Clare, Limerick, North
Tipperary.

e Saolta Hospital Group

Email: ddpo.west@hse.ie

Phone: 091-775 373

Deputy Data Protection Officer Dublin North-East (excluding voluntary

hospitals and agencies)

Consumer Affairs, HSE DNE, Bective St., Kells, Co. Meath.
e Midlands, Louth, Meath Community Health Organisation
e Community Health Organisation Dublin North City & County
e CHO 6 — Dublin South East, Dublin South & Wicklow
e RCSI Hospital Group

¢ National Children’s Hospital

Email: ddpo.dne@hse.ie

Phone:
Kells: 046-925 1265
Cavan: 049-437 7343

Deputy Data Protection Officer Dublin mid-Leinster (excluding

voluntary hospitals and agencies)

Consumer Affairs, HSE, Third Floor Scott Building, Midland Regional
Hospital Campus, Arden Road, Tullamore, Co. Offaly.

e Dublin Midlands Hospital Group

e Ireland East Hospital Group

e Community Healthcare Dublin South, Kildare & West Wicklow

Email: ddpo.dml@hse.ie

Phone:

Tullamore: 057-935 7876

Naas: 045-920 105

Deputy Data Protection Officer South (excluding voluntary hospitals

and agencies)

Consumer Affairs, HSE South, Ground Floor East, Model Business
Park, Model Farm Road, Cork. Eircode: T12 HT02
e Cork & Kerry Community Healthcare
e CHO 5 - Carlow, Kilkenny, South Tipperary, Waterford &
Wexford
e UL Hospital Group
e South South-West Hospital Group

Email: ddpo.south@hse.ie

Phone:
Cork Office: 021 — 4928538
Kilkenny Office: 056 -7785598.
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Privacy Impact Assessment Form

Section 1 — Initial Details (Threshold

Assessment)

Title of the activity: HSE Monkeypox Immunisation System
Name of person completing this form: Deirdre Horgan

Title: Senior Project Manager

Service Area: eHealth and Distruptive Technologies

Is personal data being collected or used?  Yes|[] No [ ]

Are special categories of personal data Yes No [ ]

being collected or used? (as listed below)

Health data

Data revealing racial or ethnic origin
[] Political opinions

[] Religious or philosophical beliefs
[] Trade union membership

Sex life data

[ ] Genetic data

[ ] Biometric data

If yes, indicate the categories involved:

If you answered ‘No’ to both of the questions above you do not need to complete the
remainder of the form as a PIA is not required

If you answered ‘Yes’ to any of the questions above you may need to complete a PIA -
answer the questions below to establish if a PIA is required:

Does the processing include the processing on a large scale of special category data?

Yes [J No []

Could the processing likely result in a high risk to the rights and freedoms of data subjects?

Yes [J No []

Does the processing include a systematic monitoring of a publicly accessible area on a large
scale e.g. CCTV?

Yes[ ] No

Does the processing involve the automated processing, including profiling, on which
decisions are based that produce legal effects concerning the data subjects?

Yes [ ] No

If you have answered ‘Yes’ to any of the four questions above then you need to
complete the remainder of this form as a PIA is required.

In order to complete this form please note that it is obligatory for you to have
completed the HSELanD GDPR/Data Protection Awareness training. Please confirm
that you have completed this training: Yes[J No []
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Section 2 — Activity Details

Briefly outline the activity (hame, purposes, context of use, etc.)

The Monkeypox Immunisation System provides a digital solution to support the Monkeypox Vaccination
Programme in response to the national outbreak of Monkeypox in 2022. The scope of the vaccination
programme includes post exposure prophylaxis (PEP) vaccination of referred close contacts and
offering Pre Exposure Prophylaxis (PrEP) to the currently identified at risk community cohort estimated
as no greater than 10,000 clients. The vaccine schedule for a client consists of a maximum of two doses.
Vaccination clinics will be operated at designated Vaccination Administrative Locations nationally.

The Monkeypox Immunisation system activity outlined in this DPIA facilitates with:

Describe how the activity generally works (from data collection to data destruction, different processing
stages, storage etc.) give a detailed description of each of the processes carried out.

The client care pathway for Monkeypox vaccination is as follows (refer also to Appendix - Overview of
patient care pathway) :
1) A client is referred by Public Health as a close contact for PEP or is self-referred for PrEP.
In the case of PEP vaccination this be initiated as a referral sent via healthmail to a vaccination clinic. The
vaccination team will capture the following referral details and create a vaccination appointment as agreed
with the client.

Referral date

What is the legal basis for processing the [ ] Consent from the data subject.

data? N
[] Processing is necessary for the performance of a

contract.

[] Processing is necessary for a legal obligation to which the
HSE subject.

[] Processing is necessary to protect the vital interests of
the data subject.

Processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official
authority vested in the HSE.

If processing special categories of datawhat [ ] Explicit Consent

. : o ) ,
is the legal basis? For the purposes of preventative or occupational

medicine, for the assessment of the working capacity of an
employee, for medical diagnosis, for the provision of medical
care, treatment or social care, for the management of health
or social care systems and services. Or pursuant to a
contract with a health practitioner.

Other (please state)

If applicable describe the relevant legal obligation (act, regulation, article etc.):
Supply and control of medicinal products 2015, GDPR DPA 2018; Article 6 (1) (e) correlates to Section
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Name the Data Controller(s) involved in this activity:
The Health Service Executive.

Describe the Role of the data controller(s) for this activity:

Provide a technical solution of that supports the Monkeypox Vaccination programme through

management of clients vaccination appointments, creation and retention of a client electronic health
record for an administered vaccine that

1) Ensures that the solution will meet HSE eHealth and Distruptive Technology IT Security policies
2) Put processes and procedures in place to meet GDPR requirements so that client data is processed

Provide details of all data processors involved in this activity:

Swiftqueue Technologies
Eolas Building,
Maynooth Works,

Maynooth University,
Mavnooth

Describe the role of data processor(s) as relevant to this activity:

Swiftqueue Technologies provide a web-based appointment management and electronic health record
system. This system allow scheduling management of Monkeypox Vaccination appointments, creation

and retention of vacation information, and provision of full extract of system data to facilitate reporting
and dashboarding.

For each data processor, describe their responsibilities (duration, scope, purpose, documented
processing instructions, prior authorisation, contracts in place) for this activity:

Swiftqueue: Implementation and configuration of the Monkeypox Immunisation system, technical
support as defined in the Master Services Agreement, and service support for first 3 months post

go-live. A Data Processing Agreement is completed by Swiftqueue. In addition, Swiftqueue has
completed and submitted a HSE IT Security Assessment Questionnaire.
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Provide details of all data sub-processors involved in this activity:

Amazon Web Services. Dublin, Ireland. Cloud Hosting Services including disaster recovery (DR) services
and auto-failover to a second facility within Ireland.

Sendmode.com. Letterkenny Institute of Technology, Letterkenny
Co Donegal. Ireland. Email gateway used for processing SMS text.

Does the activity use automated decision making? Yes[ ] No

If ‘Yes’ briefly describe the automated decision making

If ‘Yes’ what are the consequences of the automated decision making for the data subject:

Explain why all personal data collected is necessary for the purposes of your processing:

The purpose for collecting personal data for client processing for as follows:

- To ensure appropriate governance of information in relation to the vaccination programme.

- To schedule appointments for vaccination.

- To maintain and manage appropriate healthcare records of vaccinations, and clinical notes such as
adverse reactions

- To make sure that we can identify you correctly against your Individual Health Identifier (IHI).

List the data supporting assets (hardware, software, networks, people, paper or paper transmission
channels):

- HSE Monkeypox Immunisation system (Swiftqueue platform)

- Amazon web services, data centre in Dublin

- Internet

- HSE healthmail (referrals for close contacts is submitted by Public Health clinicians)
- HSE Monkeypox Vaccination Operations team personnel

- Swiftqueue service support

Any paper based recorded vaccinations administered before go-live of the Monkeypox Immunisation
solution will be entered retrospectively to the HSE Monkeypox Immunisation system.

Documents completed by the Swiftqueue include provision of: (currently under review)
1) Swiftqueue Architecture Overview;

2) Signed HSE/Swiftqueue Data Processing Agreement;

3) Signed HSE/Swiftqueue DPA Addendum Subprocessors
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Is the personal data going to be shared? Yes No [ ]

If yes, list the recipients (or categories of recipients) of the personal data and for what purpose itis
being shared:

- Data collected and processed for the purpose of the Monkeypox Vaccination Programme will only be
shared on a strict need-to-know basis for specific purposes relating to the management of the programme
- A System data extract will be shared by Swiftqueue with the HSE IIS group for the purpose of generating
aggregated reports and dashboards which will not contain personal data. These reports and dashboards
will be shared with the following HSE and Department of Health(DOH) stakeholders : NIO, HSE
management, DOH management, Public Health, Vaccination Operations leadership.

Thao HCE aime tn anciira tha hinbhact lavial nf cafaniiarde ranardina all narennal and cnacial catanarns data

Is the data being sourced from another source? Yes [J No []

If yes, please state where the data originates from and if applicable, did it come from a publicly
accessible source:

Referral of close contact clients for Post Exposure Prophylaxis (PEP) is sourced from public health
clinicians as part of contact tracing operations. This is submitted to the relevant vaccination clinic, as
agreed with the client, via healthmail. Referral data is not a publicly accessible source of information.

What is the retention period for the different items of personal data:

Data about you will be retained on the HSE Monkeypox Immunisation System in accordance with
the HSE Record Retention Policy or as long as legally required.

It is intended that data in relation to an individual’s vaccination will be held for a minimum of the
lifespan of the individual and a maximum of 8 years after death. Personal information that is shared

atln dla 11 lila 1l TS o H £+ ol o Tla: ic + PAH '

Describe the steps taken to ensure that the personal data is kept up to date and accurate:

1) Specific training on the system is available on an ongoing based and is updated as required,
System users (ops administrators or vaccinators) can correct or update data based on standard
operating procedures provided.

2) Client self referral and booking of vaccination appointment process via the Covid Services Front
door is designed to include validation that increases accuracy of data entered by the client

3) At appointment check-in and point of care the clinic ops administrator/vaccination will reconfirm

and iindata anvs dataile nacranccans

How are data subjects informed of the processing?

- Clients will be sign posted to a data protection information notice, by providing a link to it's location
on the HSE domain from the HSE.ie Monkeypox vaccination programme landing page.
- It will be published and available at https://www.hse.ie/eng/gdpr/
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How can data subjects exercise their right to access and to data portability under Article 15 and Article
20 of the GDPR?

Right of access — under certain circumstance data subjects have the right to request a copy of the
information stored related to their vaccination as held by the HSE

Right of portability — under certain circumstances, by law data subjects have the right to have the data
as provided by them to the HSE( via Monkeypox Vaccination patient pathway i.e.registration and

How can data subjects exercise their right to rectification and erasure under Articles 16 & 17 of the
GDPR?

Right of rectification — data subjects have a right to correct data provided to the HSE via the
Monkeypox Vaccinaton patient pathway that is held by the HSE that is inaccurate or incomplete

Right to be forgotten — in certain circumstances, data subjects can ask for the data held by the HSE as

a rocnlt annanina with Mankevnay vaccinatinn natiant care nathwav if it dnac nat anniv tn medical

How can data subjects exercise their right to restriction and object under Article 18 and Article 21 of the
GDPR?

Right to restriction of processing — where certain conditions apply data subjects have a right to restrict the
processing.

To exercise any of these rights, a request can be submitted, to HSE Consumer Affairs as outlined at:
https://lwww.hse.ie/eng/services/yourhealthservice/info/foi/making-a-request/

Is the personal data being transferred outside of the Republic of Ireland? Yes[ ] No

If yes, list the countries where the personal data is to be transferred:

N/A the data is held in Ireland

For each country outside of the EEA (European Economic Area) where data is stored or processed,
name it and describe the provisions concerning the transfer:

N/A

Describe the organisational security measures associated with this activity:

Organisational security measures include the following:

All access to the HSE Monkeypox Immunisation System by HSE employees and third parties is is granted
and managed in accordance with the HSE IT security policies such as:

- User Access management requires authorisation by nominated approvers, explicit agreement to
confidentiaitv notice on each loa in bv svstem account holders
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Describe the technical security measures associated with this activity:

- WAF (Web Application Firewall) layer is implemented using ModSecurity on each application server;
- Rootkit protections;

- Security Groups following the principle of least privilege;

- SSH access only from safe origins and through bastion hosts;

- Main assets are located in private network subnets, only accessible via tunnel or VPN style access;
- Minimum surface attack security principle is implemented across the board;

Natuarl, hacad fircwialle ara liend ot diffarant Invnle af tha caliitian Main fironnall nratactinan ic imnlamantad

Describe the additional measures taken to ensure data security for this activity:

- No ability to export full system dataset by Vaccination operation teams

- Swiftqueue system has passed penetration testing (when was last pen test carried out - LR/ in-house
vunerability as an assurance activity)

Section 3 — Research

Please complete the following section only if you are completing this PIA as part of a research proposal.

If you are not completing this PIA as part of a research proposal you can go immediately to Section 4.

Please specify what arrangements are in place to ensure that personal data will be processed as is
necessary;

(a) to achieve the objective of the health research and,;

(b) to ensure that data shall not be processed in such a way as to damage or distress the data
subject:

N/A

The provision of training in data protection law and practice to anyone involved in carrying out the

health research is a mandatory legal requirement. Please specify the data protection training
undertaken by those involved in this research:

N/A
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Please specify the controls in place to log whether and by whom personal data has been consulted,
altered, disclosed or erased:

N/A

Please specify the arrangements to anonymise, archive or destroy personal data once the health
research has been completed and how this will be carried out:

N/A

Please specify other technical and organisational measures designed to ensure that processing is
carried out in accordance with the Data Protection Regulation, together with process for testing and
evaluating the effectiveness of such measures:

N/A

HSE PIA Form Private & Confidential
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Section 4 — Risks and Risk Mitigation

Is there a risk of: .
lllegitimate access to personal data

b. Unwanted modification to personal data

C. Personal data disappearance

d. Other (please state)

Section 4 (a) — lllegitimate access to personal data

Complete the following questions if you selected a. (lllegitimate access to personal data)

What are the main threats that could lead to the risk?

Main threats are as follows:

- Accidental data sharing and/or exposure due to system misconfiguration (e.g. unsecured Amazon
buckets, etc.).

- Swiftqueue Cloud-based infrastructure data breach by internal and/or external malicious actors.

- Unauthorised Administrator (or "power user") access used to access personal data due to

Annficien dinnm Avenwe

What are the potential impacts on data subjects arising from the risk?

Potential impacts on Data Subjects are as follows:

- Data Subject information is publicly, and invalidly, exposed on (non-HSE) forums (be they public
Internet and/or Dark Web and/or Deep Web data dumps).

- lllegitimate access can adversely affect the overall integrity of, and confidence in, the Swiftqueue
solution.

- Information in SMS message is accessed by non-valid recipient (due to intended valid recipient
losing control of mobile device/giving wrong number for whatever reason).

What are the risk sources?

Risk sources are as follows:

- Incorrect contact number, provided at the booking stage.

What controls are in place to address the risk and are these controls adequate?

- The client is responsible for providing the correct mobile number as part of the booking process.
- User access management is strictly enforced

- System Administrator (super user) users are limited to small subset of trained individuals.

- Where users are working remotely or from home, they are required to use a secure VPN
connection

HSE PIA Form Private & Confidential
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How do you estimate the likelihood of the risk, especially []1-Rare
in respect of threats, sources of risk and planned

controls? [ 2~ Unlikely

3 — Possible

[] 4 - Likely

[] 5 - Highly Certain
How do you estimate the potential impact of the risk on [] 1 - Negligible
data subjects? ] 2 - Minor

3 — Moderate

[] 4 — Major

[] 5 — Critical
What is the overall risk rating (likelihood x impact)? [] Low

Medium

[] High

Section 4 (b) — Unwanted modification to personal data

Complete the following guestions if you selected b. (Unwanted modification to personal data)

What are the main threats that could lead to the risk?

Main threats are as follows:

- Accidental data modification due to system misconfiguration (e.g. unsecured Amazon buckets,
etc.).
- Intentional data modification of personal data by valid (authorised) user of Swiftaueue system.

What are the potential impacts on data subjects arising from the risk?

Potential impacts on Data Subjects are as follows:

- Modified Data Subject details are incorrect, resulting in data pollution and data integrity issues,
thereby adversely affecting the overall integrity of, and confidence in, the Monkeypox Immunisation
System.

What are the risk sources?

Risk sources are as follows:

- Client inadvertently supplying incorrect details (typing errors)
- System users use their role-based access inappropriately or maliciously.
- System users share their access credentials inappropriately.
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What controls are in place to address the risk and are these controls adequate?

- The client is responsible for providing the correct mobile number as part of the booking process.
- Identity and Access Management (IAM) for Users and Administrators of the Monkeypox
Immunisation System is fully enforced.

- System Administrator users are limited to small subset of trained individuals.

- Where users are working remotely or from home, they are required to use a secure VPN

How do you estimate the likelihood of the risk, especiallyin [ ] 1 —Rare
respect of threats, sources of risk and planned controls?

] 2 — Unlikely
3 — Possible
[] 4 - Likely

[ ] 5 - Highly Certain

How do you estimate the potential impact of the risk on data [ ] 1 — Negligible
subjects?

[] 2 — Minor

3 — Moderate

[] 4 — Major

[ ] 5 — Critical
What is the overall risk rating (likelihood x impact)? [ ] Low

Moderate

[] High

Section 4 (c) — Personal data disappearance

Complete the following questions if you selected c. (Personal data disappearance)

What are the main threats that could lead to the risk?

Main threats are as follows:

- Accidental data deletion due to system misconfiguration (e.g. unsecured Amazon buckets, etc.).
- Intentional data deletion of personal data by valid (authorised) user of Swiftqueue system.

- Unintentional data deletion of personal data by valid (authorised) user of Swiftqueue system.

- Swiftqueue Cloud-based infrastructure data breach by internal and/or external malicious actors.

What are the potential impacts on data subjects arising from the risk?

Potential impacts on Data Subjects are as follows:

- Data Subject details are deleted and/or disappear, resulting in data pollution and data integrity
issues, thereby adversely affecting the overall integrity of, and confidence in, the Monkeypox
Immunisation System.
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What are the risk sources?

Risk sources are as follows:

- System users use their role-based access inappropriately or maliciously.

- System users share their access credentials inappropriately.

- Role-based access control measures are not configured correctly when setting up System
users.

- Fundamental security principles are not implemented on the Cloud-based Monkeypox

What controls are in place to address the risk and are these controls adequate?

- Appointment data cannot be deleted by a system user, it can be updated. A mix-up would
happen whereby incorrect contact information was provided at the point-of-entry, or the data is
changed manually during the process. However, operational processes are in place to verify that
the number provided at the point-of-entry time of referral is a valid mobile number.

- Identity and Access Management (IAM) for Users and Administrators of Monkeypox
Immunisation system is fully enforced.

- Svstem Administrator users are limited to small subset of trained individuals

How do you estimate the likelihood of the risk, especiallyin [ ] 1 — Rare
respect of threats, sources of risk and planned controls?

[] 2 - Unlikely
3 — Possible
[] 4 - Likely

[ ] 5 - Highly Certain

How do you estimate the potential impact of the risk on data [ ] 1 — Negligible

i 2
subjects” ] 2 - Minor
3 — Moderate
] 4 — Major
[ ] 5 — Critical
What is the overall risk rating (likelihood x impact)? [] Low
Moderate
[] High
HSE PIA Form Private & Confidential
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Section 4 (d) — Other
Complete the following questions if you selected d. (Other)

Describe in detail the risk

Due to sensitivity of data collected there is a risk of breach of privacy that could impact the rights
and freedoms of the data subject.

What are the main threats that could lead to the risk?

- System user accidentally or deliberately shares data subject information

- Unauthorised system user access utlised to access and share personal data, due to configuration
error

- Security infrastructure is breached by malicious actors

What are the potential impacts on data subjects arising from the risk?

Potential impacts to the data subject include limitations of the data subject's rights,
discrimination,damage to reputation, loss of confidentiality of personal data protected by the HSE,
and social disadvantage.

What are the risk sources?

Risk sources are as follows:

- System users use their role-based access inappropriately or maliciously.

- System users share their access credentials inappropriately.

- Role-based access control measures are not configured correctly when setting up System users.
- Fundamental security principles are not implemented on the Cloud-based Monkeypox
Immunisation system solution.

What controls are in place to address the risk and are these controls adequate?

- Identity and Access Management (IAM) for Users and Administrators of Monkeypox
Immunisation system is fully enforced.

- System Administrator users are limited to small subset of trained individuals.

- Active monitoring for intrusion detection or other security issues has been implemented.

- Procedures and escalation paths for data breach and/or compromised security are defined and
have been implemented.

- System users are reminded of the importance of data protection and security practices in

general.
- HSE staff (including contractors) are contractually obliged to follow HSE policy on Electronic
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How do you estimate the likelihood of the risk, especially []1-Rare
in respect of threats, sources of risk and planned

controls? [ 2~ Unlikely

3 — Possible

[] 4 - Likely

[] 5 - Highly Certain
How do you estimate the potential impact of the risk on [] 1 - Negligible
data subjects? [ 2 - Minor

3 — Moderate

[] 4 — Major

[] 5 — Critical
What is the overall risk rating (likelihood x impact)? [] Low

Medium

[] High

Section 5 — Data Subject Consultation

Were data subjects (or a representative) consulted as a part of the PIA process? [ ]Yes[J No

If Yes, state the number of data subjects consulted, method of consultation and describe the
outcome of the consultation:

If No, explain the reasons for not consulting data subjects:

Due to the speed of the emergency response to the Monkeypox outbreak there was not sufficent
time to carry out a formal public consultation prior to roll out of the HSE Monkey Immunisation
System. Instead strong engagement with stakeholders representing the at risk community cohort is
in place from the beginning of the vaccination programme planning .

Based on previous engagements with the scheduling of appointments for patient cohorts this has
been done by patient initiated contact rather than a consultation process.

HSE PIA Form Private & Confidential
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Section 6 — DPO/DDPO Consultation

DPO opinion (please ensure the previous questions are completed fully before the DPO can
provide an opinion):

The National DPO Office has reviewed the Monkeypox Immunisation System DPIA and
accompanying appendices, and had one follow up meeting with Deirdre Horgan on 10/10
to discuss the processes involved. In the main, the processing described in this DPIA
seems well thought through and significant consideration has been given to ensure
appropriate controls are put in place to manage the project and protect the confidentiality
and integrity of the personal data of the individuals involved. The risks identified are
mitigated through various controls.

The DPO Office is satisfied that the initial review comments have been appropriately
addressed. The requirement of ethnicity as a data field has been justified by the business
owner to ensure equity of access to vaccine. For certain ethnicities there is a stigma
associated to identifying with the gbMSM community, collecting the data will inform the
vaccination program on activities required to increase uptake.

Section 7 — Approval

To be completed by the data controller

Outcome: Approved
Denied
DPC Consultation Needed

Further Updates Needed

Signed: Date:
14/10/2022

Oooo
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Appendix A: Personal Data

The following table sets out the personal data that will be processed by the Monkeypox
Immunisation System. Data marked with “*’ is mandatory.

Data Data Type Collection Collection Purpose of collecting data
Data Points to be (Personal Data/ @ Activity Frequency

collected for Personal Health ~ Event at which Frequency at
Support channel Data) data will be which data will
captured be captured

Demographics
First Name* Personal Data First time One time Client identification
registration for a
vaccination
Last Name* Personal Data First time booking | One time Client identification
of an appointment
Mobile phone* Personal Data First time booking | One time Communication via SMS to confirm
of an appointment appointment details
Home phone Personal Data First time booking | One time If booking appointment on behalf
of an appointment of the client and the client does not
have mobile number
Sex * Personal Data First time booking | One time Client identification and data
of an appointment quality of IHI exact match
Address Line 1* Personal Data First time booking | One time Client identification and data
of an appointment quality of IHI exact match
Address line 2 Personal Data First time booking | One time Client identification
of an appointment
Address line 3 Personal Data First time booking | One time Client identification
of an appointment
Town* Personal Data First time booking | One time Client identification and data
of an appointment quality of IHI exact match
County* Personal Data First time booking | One time Client identification and data
of an appointment quality of IHI exact match
Eircode Personal Data First time booking | One time Client identification and data
of an appointment quality of IHI exact match
Email address Personal data First time booking | One time Required for follow up with the
of an appointment client in the case of adverse
reaction
PPSN Personal Data First time booking | One time Data quality for an exact match in
of an appointment IHI lookup
What is your Personal Data First time booking | One time Data quality for an exact match in
mother’s maiden of an appointment IHI lookup
name
Do you identify Personal Data At point of care At first For PrEP vaccination Public Health
yourself as being at appointment need to know that the right people
high risk to are getting access to the vaccine.
Monkeypox?
Ethnicity Personal Data At point of care At first This is a Public Health requirement
appointment to ensure equity to vaccine access
Main language Personal Data At point of care At first This is a Public Health require to
spoken appointment reduce inequity to vaccine access
- due to client main language. It will
inform action by the HSE to
targeted clinic or other actions to
improve uptake
Eligibility and consent questions
Have you ever Personal health At point of care Per vaccination To inform decision of client’s
received MVA-BN data appointment eligibility for vaccination by the
Vaccine or another — maximum of 2 vaccinator
smallpox vaccine?




If yes, what was the

Personal health

At point of care

Per vaccination

To inform decision of client’s

name of the data appointment eligibility for vaccination by the
vaccine? — maximum of 2 vaccinator

What date did you Personal health At point of care Per vaccination To inform decision of client’s
receive it? data appointment eligibility for vaccination by the

— maximum of 2

vaccinator

Have you had any
allergies to any
vaccines in the past?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Have you had any
allergies to eggs or
egg products
(including chicken or
feathers) in the past?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Do you have any
serious allergies?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Do you currently have
a raised temperature
or feel unwell?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Do you have atopic
dermatitis?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Do you have a history
of keloid scar
formation?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Do you have a
condition or are you
receiving treatment
that weakens your
immune system?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Are you pregnant?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Are you
breastfeeding?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

Do you plan to
receive a COVID-19
vaccine in the next 4
weeks?

Personal health
data

At point of care

Per vaccination
appointment
— maximum of 2

To inform decision of client’s
eligibility for vaccination by the
vaccinator

In best interest
relationship name

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

If in best interest person is needed

to consent on behalf of a client

In best interest
relationship type

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

If in best interest person is needed

to consent on behalf of a client

In best interest
relationship contact
number

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

If in best interest person is needed

to consent on behalf of a client

Next of kin name

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

If client is < 16yrs old

Next of kin
relationship type

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

If client is < 16yrs old

Next of kin contact
number

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

If client is < 16yrs old




Are you comfortable
being contacted for
research purposes in
the future?

Personal Data

At point of care

Per vaccination
appointment
— maximum of 2

Identify individuals who volunteer
to support clinical research related
to Monkeypox vaccination

Vaccination data

Referral date

Personal health
data

On receipt of
healthmail referral
submitted by

Captured for
referred close
contacts for post

Close contact referral clinical data
required to progress with PEP
vaccine administration

Public Health exposure
clinician vaccination
Referrer name Personal health On receipt of Captured for Close contact referral clinical data

data

healthmail referral
submitted by

referred close
contacts for post

required to progress with PEP
vaccine administration

Public Health exposure
clinician vaccination
Referrer professional | Personal health On receipt of Captured for Close contact referral clinical data

registration number

data

healthmail referral
submitted by

referred close
contacts for post

required to progress with PEP
vaccine administration

Public Health exposure
clinician vaccination
Date of last exposure | Personal health On receipt of Captured for Close contact referral clinical data

data

healthmail referral
submitted by
Public Health
clinician

referred close
contacts for post
exposure
vaccination

required to progress with PEP
vaccine administration

Eligible for
vaccination

Personal health
data

Decision made on
review to answers
of eligibility
questions

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Date of vaccination

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Vaccine name and
Manufacturer

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Batch number

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Injection site

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Administration route

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Use before date

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Prescriber name

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Prescriber PIN/MCRN

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Vaccinator name

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement




Vaccinator PIN/MCRN

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Dose number

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement

Clinical Notes

Personal health
data

At vaccination
point of care or
any time after
vaccination

At any time
following
vaccination

For monitoring and follow up with
clients with adverse reactions

Vaccination
appointment
outcome

Personal health
data

At vaccination
point of care

Per vaccination
appointment
— maximum of 2

Minimum clinical data requirement
for vaccination programme to
understand causes and any follow
up actions for uncompleted
vaccinations —e.g. DNA, declined,

Consent given

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Confirm explicit consent to
vaccination by the client

Consent given by in
best interest
relationship

Personal health
data

Data entered at
point of care per
vaccination

Per vaccination
appointment
— maximum of 2

Confirm explicit consent to
vaccination by the client




Appendix B: Overview of patient care pathway
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Appendix C: Overview of ICT solution
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	Textfield3: HSE Monkeypox Immunisation System
	Textfield4: Deirdre Horgan
Senior Project Manager
	Yes: eHealth and Distruptive Technologies
	No: On
	ChkBox: Off
	No0: On
	ChkBox0: Off
	Health data: On
	Data revealing racial or ethnic origin: On
	Political opinions: Off
	Religious or philosophical beliefs: Off
	Trade union membership: Off
	Sex life data: On
	Genetic data: Off
	Biometric data: Off
	No1: On
	ChkBox1: Off
	No2: On
	ChkBox2: Off
	No3: Off
	ChkBox3: On
	No4: Off
	ChkBox4: On
	No5: On
	ChkBox5: Off
	Textfield5: The Monkeypox Immunisation System provides a digital solution to support the Monkeypox Vaccination Programme in response to the national outbreak of Monkeypox in 2022. The scope of the vaccination programme  includes post exposure prophylaxis (PEP) vaccination of referred close contacts and offering Pre Exposure Prophylaxis (PrEP) to the currently identified at risk community cohort estimated as no greater than 10,000 clients. The vaccine schedule for a client consists of a maximum of two doses. Vaccination clinics will be operated at designated Vaccination Administrative Locations nationally.
The Monkeypox Immunisation system activity outlined in this DPIA facilitates with:
1) booking and management of a client vaccination appointment 
2) capture and retention of an electronic record of vaccination
3) capture of clinical notes to allow monitor and follow up with a client
4) reporting and dashboard requirements

	Textfield6: The client care pathway for Monkeypox vaccination is as follows (refer also to Appendix - Overview of patient care pathway) : 
1) A client is referred by Public Health as a close contact for PEP or is self-referred for PrEP. 
In the case of PEP vaccination this be initiated as a referral sent via healthmail to a vaccination clinic. The vaccination team will capture the following referral details and create a vaccination appointment as agreed with the client.
·       Referral date
·       Referrer name
·       Referrer Professional registration number
·       Date of last exposure

2) For a self referred PrEP vaccination the client will  book an vaccination appointment via the Covid Services Front Door portal. The following data is collected:
·       First and Last Name
·       Home Address
·       Eircode
·       Contact Telephone Number (Mobile)
·       Sex
·       Date of Birth
·       PPS Number
3) An SMS appointment confirmation is sent to the client
4) On arrival to the vaccination clinic appointment the client is checked-in, Client registration details on the system is reviewed and verified based on ID presented.
5) The system collects the following personal data:
 
·       First and Last Name
·       Home Address
·       Eircode
·       Contact Telephone Number (Mobile)
·       Contact Telephone (Landline)
·       E-mail Address (Personal)
·       Sex
·       Date of Birth
·       PPS Number
·       Individual Health Identifier (IHI)
·       Contact information for in best interest relationship for an adult
·       Contact information for Parent or Legal Guardian for persons below 16 years of age 
6) Questions are asked at point of care by the vaccinator to ensure equity of access to vaccine, and that the right people are receiving vaccine. Eligibility is also confirmed by the vaccinator and consent is sought. The following questions will be asked:

·       Do you identify yourself as being at high risk to Monkeypox? 
·       Ethnicity
·       Main language spoken
·       Have you ever received MVA-BN Vaccine or another smallpox vaccine? 
·       If yes, what was the name of the vaccine?  
·       What date did you receive it? 
·       Have you had any allergies to any vaccines in the past?  
·       Have you had any allergies to eggs or egg products (including chicken or feathers) in the past? 
·       Do you have any serious allergies? 
·       Do you currently have a raised temperature or feel unwell?  
·       Do you have atopic dermatitis?
·       Do you have a history of keloid scar formation?  
·       Do you have a condition or are you receiving treatment that weakens your immune system?  
·       Are you pregnant?  
·       Are you breastfeeding?  
·       Do you plan to receive a COVID-19 vaccine in the next 4 weeks? 
·       In best interest relationship name
·       In best interest relationship type
·       In best interest relationship contact number
·       Next of kin name (for clients <16yrs old)
·       Next of kin relationship type (for clients <16yrs old)
·       Next of kin contact number (for clients <16yrs old)
·       Are you comfortable being contacted for research purposes in the future?

5) Vaccine is administered
6) Vaccination data is entered into the system. The following data is captured:

·       Eligible for vaccination
·       Date of vaccination
·       Vaccine name and Manufacturer
·       Batch number
·       Injection site
·       Administration route
·       Use before date
·       Prescriber name
·       Prescriber PIN/MCRN
·       Vaccinator name
·       Vaccinator PIN/MCRN
·       Dose number
·       Clinical Notes
·       Vaccination appointment outcome
·       Consent given
·       Consent given by in best interest relationship for adult patient
·       Consent given by Parent or Legal guardian for persons < 16 years old

7) If the client requires a second dose a follow up appointment this is created at the clinic and SMS confirmation is sent to the client.
8) The client can manages their upcoming up appointment via a URL that links to the system booking
9) Clinical notes can be captured. 

	Consent from the data subject: Off
	Processing is necessary for the performance of a: Off
	Processing is necessary for a legal obligation to: Off
	Processing is necessary to protect the vital inter: Off
	Processing is necessary for the performance of a t: On
	Explicit Consent: Off
	For the purposes of preventative or occupational: On
	Other please state: On
	Textfield7: Supply and control of medicinal products 2015, GDPR DPA 2018; Article 6 (1) (e) correlates to Section 38 (1) (a) of the Data Protection Act 2018 and permits the processing of personal data for a task carried out in the public interest or in the performance of a function of a controller conferred by or under an enactment. In the case of the HSE this authority is derived from the various Health Acts. The task, in this case, is being performed in the public interest. The second key Article for the HSE in relation to the GDPR is Article 9 (2) (h). This relates to the processing of Special Category Data as defined in Article 9 (1). The relevant definition in this case is the special category of data concerning health. The processing of this special category data is permitted under Article 9 (2) (h) as it is; “...necessary for the purposes of preventative or occupational medicine.........the provision of health or social care or treatment........the management of health or social care systems or services...”. The relevant sections of the Data Protection Act 2018 to Article 9 are Section 52 (1) and 52 (2).
	Textfield8: The Health Service Executive.
	Textfield9: Provide a technical solution of that supports the Monkeypox Vaccination programme through management of clients vaccination appointments, creation and retention of a client electronic health record for an administered vaccine that
1) Ensures that the solution will meet HSE eHealth and Distruptive Technology IT Security policies
2) Put processes and procedures in place to meet GDPR requirements so that client data is processed accurately, and accessible to only authorised system users to deliver vaccination management

Through use of APIs for IHI Lookup, and Eircode lookup quality of data captures is ensured so that
a) correct data is available to support the scheduling of Monkey Pox Vaccination appointment ;
b) correct data is available to accurately identify clients attending vaccination
c) increase percentage of data subject presenting for vaccination that have an exact match to a unique IHI number
- Ensuring that the correct data is available to allow for communication of information relating to appointments to client;
- Ensuring that the data is secure and only accessible to individuals with the appropriate role and responsibilities within the Monkeypox Vaccination programme

- Provide access to  the HSE Monkeypox appointment booking component from the HSE domain for clients to self refer for vaccination.
- Define SOP to be followed by HSE Vaccination teams for processing of client data
- Train vaccination teams on how to use the HSE Monkeypox Immunisaiton System
- HSE Vaccination Operations teams will process data to:
a) register a client in the system (if the client does not self-refer)
b) capture referral information in the case of a close contract client referred for Post Exposure Prophylaxis (PEP) vaccination appointment
c) Book a vaccination appointment on behalf of a client
d) Capture and update client eligibility and consent to vaccination
e) Capture vaccination data for vaccine administered 
  
	Textfield10: Swiftqueue Technologies
Eolas Building, 
Maynooth Works, 
Maynooth University, 
Maynooth, 
Co. Kildare

	Textfield11: Swiftqueue Technologies provide a web-based appointment management and electronic health record system.  This system allow scheduling management of Monkeypox Vaccination appointments, creation and retention of vacation information, and provision of full extract of system data to facilitate reporting and dashboarding.

The Data Controller has access, via a web portal, to the Swiftqueue Monkeypox Immunisation System,.  Through it the Data Controller can view all of the data that has been entered into the system. When operating as a Data Processor, Swiftqueue makes available to the customer (aka the Data Controller) the personal data of its Data Subjects and the ability to fulfill Data Subject Requests when they exercise their rights under the GDPR. Swiftqueue does so in a manner consistent with the functionality of the product and its role as a Data Processor. If Swiftqueue receives a request from the customer's Data Subjects to exercise one or more of its rights under the GDPR, the request will be redirected to the Data Controller.
	Textfield12: Swiftqueue: Implementation and configuration of the Monkeypox Immunisation system, technical support as defined in the Master Services Agreement, and service support for first 3 months post go-live.   A  Data Processing Agreement is completed by Swiftqueue. In addition, Swiftqueue has completed and submitted a HSE IT Security Assessment Questionnaire.



	Textfield13: Amazon Web Services. Dublin, Ireland. Cloud Hosting Services including disaster recovery (DR) services and auto-failover to a second facility within Ireland. 

Sendmode.com. Letterkenny Institute of Technology, Letterkenny 
Co Donegal.  Ireland. Email gateway used for processing SMS text.

Phonovation - Dublin 
SMS processing, vodafone carrier

Elastic Email, Pl. Orla Bailego 1/20 
70-562 Szczecin 
Poland 
Email Gateway to process bulk email for patient notifications in support of SMS texting.  

3 Ireland - Mobile carrier used by Sendmode

Vodafone Ireland - Mobile carrier used by Phonovation
	No6: Off
	ChkBox6: On
	Textfield14: 
	Textfield15: 
	Textfield16: The purpose for collecting personal data for client processing for as follows: 

- To ensure appropriate governance of information in relation to the vaccination programme.
- To schedule appointments for vaccination.
- To maintain and manage appropriate healthcare records of vaccinations, and clinical notes such as adverse reactions 
- To make sure that we can identify you correctly against your Individual Health Identifier (IHI).
- To manage the recording of consent for vaccination.
- To provide appropriate anonymised reporting.

It is intended that your personal and special category data collected as part of the vaccine programme will be used for the purposes of programme management. This include ensuring equity of access to vaccine.

We will also share your personal data with the Health Identification Service (HIDS) to ensure we can identify you correctly against your Individual Health Identifier (IHI)



To summarise the data is collected for the following purposes:
1) To allow HSE Vaccination clinic teams 
- identify and verify clients attending Monkeypox vaccination appointments
- To capture vaccination information and outcome of an appointment attended by the client
- Ensure clients complete the recommend schedule for vaccination - up to 2 doses
- Enable monitoring and follow up with clients who experience adverse reactions
2) Allow Public Health ensure equity of access to vaccine, and that the correct people are receiving vaccination
3) Provide relevant anonymised reporting for the NIO and the Vaccination Programme 
4) Support clients with rescheduling of an existing vaccination appointment
5) Provide clients with confirmation of their vaccination appointment
6) Provide clients with the opportunity to volunteer to support in resource
	Textfield17: - HSE Monkeypox Immunisation system (Swiftqueue platform)
- Amazon web services, data centre in Dublin
- Internet
- HSE healthmail (referrals for close contacts is submitted by Public Health clinicians)
- HSE Monkeypox Vaccination Operations team personnel
- Swiftqueue service support
 
Any paper based recorded vaccinations administered before go-live of the Monkeypox Immunisation solution will be entered retrospectively to the HSE Monkeypox Immunisation system. 

Documents completed by the Swiftqueue include provision of: (currently under review)
1) Swiftqueue Architecture Overview; 
2) Signed HSE/Swiftqueue  Data Processing Agreement;
3) Signed HSE/Swiftqueue DPA Addendum Subprocessors
4) Signed Master services agreement , separate MSA may be required
5) Swiftqueue Supplier IT Security Assessment Questionnaire

	No7: On
	ChkBox7: Off
	Textfield18: - Data collected and processed for the purpose of the Monkeypox Vaccination Programme will only be shared on a strict need-to-know basis for specific purposes relating to the management of the programme
- A System data extract will be shared by Swiftqueue with the HSE IIS group for the purpose of generating aggregated reports and dashboards which will not contain personal data. These reports and dashboards will be shared with the following  HSE and Department of Health(DOH) stakeholders : NIO, HSE management, DOH management, Public Health, Vaccination Operations leadership.

The HSE aims to ensure the highest level of safeguards regarding all personal and special category data that it processes in relation to the vaccine programme.

In addition to being fully compliant with GDPR and data protection legislation, the HSE ensures appropriate levels of professional secrecy and operates to the highest standards of ethical behaviour in relation to its data processing.



	No8: On
	ChkBox8: Off
	Textfield19: Referral of close contact clients for Post Exposure Prophylaxis (PEP) is sourced from public health clinicians as part of contact tracing operations. This is submitted to the relevant vaccination clinic, as agreed with the client, via healthmail. Referral data is not a publicly accessible source of information.
	Textfield20: Data about you will be retained on the HSE Monkeypox Immunisation System in accordance with the HSE Record Retention Policy or as long as legally required.

It is intended that data in relation to an individual’s vaccination will be held for a minimum of the lifespan of the individual and a maximum of 8 years after death. Personal information that is shared with the Health Identifier Service may be kept even after death. This is to prevent modification or transfer of your IHI to another person
	Textfield21: 1) Specific training on the system is available on an ongoing based and is updated as required, System users (ops administrators or vaccinators) can correct or update data based on standard operating procedures provided. 
2) Client self referral and booking of vaccination appointment process via the Covid Services Front door is designed to include validation that increases accuracy of data entered by the client
3) At appointment check-in and point of care the clinic ops administrator/vaccination will reconfirm and update any details necessary

The data being collected is outlined in Appendix - Personal Data.
	Textfield22: - Clients will be sign posted to a data protection information notice, by providing a link to it's location on the HSE domain from the HSE.ie Monkeypox vaccination programme landing page.
- It will be published and available at https://www.hse.ie/eng/gdpr/
	Textfield23: Right of access – under certain circumstance data subjects have the right to request a copy of the information stored related to their vaccination as held by the HSE 

Right of portability – under certain circumstances, by law data subjects have the right to have the data as provided by them to the HSE( via Monkeypox Vaccination patient pathway i.e.registration and appointment booking, or at point of care) in a structured, commonly used and machine-readable format, transferred to another organisation.

To exercise any of these rights, a request can be submitted, to HSE Consumer Affairs as outlined at: https://www.hse.ie/eng/services/yourhealthservice/info/foi/making-a-request/

When submitting a request, the HSE may need information from the data subject to confirm identity.

Once the data subject's identity has been confirmed, the HSE will supply the data subject with their information free of charge, however, we may charge a reasonable fee if believe the request is clearly unfounded, excessive or repetitive.


	Textfield24: Right of rectification – data subjects have a right to correct data provided to the HSE via the Monkeypox Vaccinaton patient pathway that is held by the HSE that is inaccurate or incomplete

Right to be forgotten – in certain circumstances, data subjects can ask for the data held by the HSE as a result engaging with Monkeypox vaccination patient care pathway if it does not apply to medical data.

To exercise any of these rights, a request can be submitted, to HSE Consumer Affairs as outlined at: https://www.hse.ie/eng/services/yourhealthservice/info/foi/making-a-request/

When submitting a request, the HSE may need information from the data subject to confirm identity.

Once the data subject's identity has been confirmed, the HSE will supply the data subject with their information free of charge, however, we may charge a reasonable fee if believe the request is clearly unfounded, excessive or repetitive.
	Textfield25: Right to restriction of processing – where certain conditions apply data subjects have a right to restrict the processing.

To exercise any of these rights, a request can be submitted, to HSE Consumer Affairs as outlined at: https://www.hse.ie/eng/services/yourhealthservice/info/foi/making-a-request/

When submitting a request, the HSE may need information from the data subject to confirm identity.

Once the data subject's identity has been confirmed, the HSE will supply the data subject with their information free of charge, however, we may charge a reasonable fee if believe the request is clearly unfounded, excessive or repetitive.
	No9: Off
	ChkBox9: On
	Textfield26: N/A the data is held in Ireland
	Textfield27: N/A
	Textfield28: Organisational security measures include the following:
All access to the HSE Monkeypox Immunisation System by HSE employees and third parties is is granted and managed in accordance with the HSE IT security policies such as: 
- User Access management requires authorisation by nominated approvers,  explicit agreement to confidentiaity notice on each log in by system account holders. 
- Role based access control is in place so that access to the system is given only as appropriate to system users' work and responsibilities
- Third parties (for this activity Swiftqueue) have signed a DPA
- Training for the system account holders is frequently updated and easily accessible

- The Swiftqueue system is Cloud-based.  The technology is hosted on the Amazon AWS infrastructure. AWS is a secure, durable technology platform and has attained industry-recognised information security certifications and audits, including the following:

  * PCI DSS Level 1;
  * ISO 27001;
  * FISMA Moderate;
  * FedRAMP;
  * HIPAA;
  * SOC 1 audit reports (formerly referred to as SAS 70 and/or SSAE 16);
  * SOC 2 audit reports.

- Swiftqueue's services and data centres have multiple layers of operational and physical security, so as to ensure the integrity and safety of the data.
- Swiftqueue have completed a HSE Supplier IT Security Assessment Questionnaire (see Appendix G) and there is also a Data Processing Agreement (Appendix B) signed and in place.
	Textfield29: - WAF (Web Application Firewall) layer is implemented using ModSecurity on each application server;
- Rootkit protections;
- Security Groups following the principle of least privilege;
- SSH access only from safe origins and through bastion hosts;
- Main assets are located in private network subnets, only accessible via tunnel or VPN style access;
- Minimum surface attack security principle is implemented across the board;
- Network-based firewalls are used at different levels of the solution. Main firewall protection is implemented using AWS Security Groups for filtering ingress/egress data traffic;
- Host Firewall Protection: IPtables is used to validate host-based ingress/egress traffic;
- Host Based Intrusion Detection Systems (HIDS): OSSEC is used as the HIDS security layer;
- Database (MySQL) data is encrypted at rest using AWS RDS (MySQL) encryption built-in capabilities;
- Encryption keys are managed using AWS KMS solution;
- All information in transit is encrypted using TLS. End-to-end information is secure, from user web server to app server, and from app server into DB server. There is no place in which information flow is exposed "over the wire";
- TLS: TLS v1.2 is currently used and we have plans to add TLS v1.3. SSLLabs security test rating is "A+";
- As part of on-going security measures, we run penetration tests and scanning tools weekly (i.e. Nessus, OWASP ZAP scanner, etc.).  Security scan results are monitored and retained;
- Swiftqueue Solution stacks use relevant measures to mitigate threats. Main components are:

  * OSSEC;
  * ModSecurity;
  * IPtables;
  * fail2ban;
  * mod_evasive.

- In addition, the fundamental security principle of "Least Privilege" is applied across AWS Security Groups, network segmentation, FW, etc.
- There is also an active approach in terms of base software upgrades, server rotation, rootkit detection, etc., in order to keep all infrastructure up-to-date, thereby helping to minimise solution vulnerabilities.

	Textfield30: - No ability to export full system dataset by Vaccination operation teams
- Swiftqueue system has passed penetration testing (when was last pen test carried out - LR/ in-house vunerability as an assurance activity)


	Textfield31: N/A
	Textfield32: N/A
	Textfield33: N/A
	Textfield34: N/A
	Textfield35: N/A
	Illegitimate access to personal data: On
	Unwanted modification to personal data: On
	Personal data disappearance: On
	Other please state0: On
	Textfield36: Main threats are as follows:



- Accidental data sharing and/or exposure due to system misconfiguration (e.g. unsecured Amazon buckets, etc.).

- Swiftqueue Cloud-based infrastructure data breach by internal and/or external malicious actors.

- Unauthorised Administrator (or "power user") access used to access personal data due to configuration error.

- Unauthorised (regular) User access used to access personal data due to configuration error.

- Incorrect mobile number keyed by the staff member that their appointment request is made. This could result in a third party getting confirmation of appointment by mistake. 


	Textfield37: Potential impacts on Data Subjects are as follows:

- Data Subject information is publicly, and invalidly, exposed on (non-HSE) forums (be they public Internet and/or Dark Web and/or Deep Web data dumps).
- Illegitimate access can adversely affect the overall integrity of, and confidence in, the Swiftqueue solution.
- Information in SMS message is accessed by non-valid recipient (due to intended valid recipient losing control of mobile device/giving wrong number for whatever reason).
- Personal data is accessed by an unauthorised user, e.g. external party (malicious actor),  etc. for financial gain, humiliation, reputational damage, invasion of privacy, etc.

	Textfield38: Risk sources are as follows:

- Incorrect contact number,  provided at the booking stage.
- System users use their role-based access inappropriately or maliciously.
	Textfield39: - The client is responsible for providing the correct mobile number as part of the booking process. 
- User access management is strictly enforced
- System Administrator (super user) users are limited to small subset of trained individuals.
- Where users are working remotely or from home, they are required to use a secure VPN connection.
- Active monitoring for intrusion detection or other security issues has been implemented.
- Procedures and escalation paths for data breach and/or compromised security are defined and have been implemented.
- System users are reminded of the importance of data protection and security practices in general.
- HSE staff users are contractually obliged to follow HSE policy on Electronic Communications, Information Security, and Mobile Phone Devices.
- In addition system users are contractually obliged by the Confidentiality Agreement signed by Users to take all the necessary precautions, to ensure the security of personal data (see copy in Appendices C and F).
- In the event that a member of staff is redeployed,  a Business Lead informs the national appointment support team and the redeployed member of staff's user account is initially disabled and then ultimately deleted (as per user management process).


- Swiftqueue have implemented the following technical measures to protect the systems hosted on the AWS infrastructure:

  * WAF (Web Application Firewall) layer is implemented using ModSecurity on each application server;
  * Rootkit protections;
  * Security Groups following the principle of least privilege;
  * SSH access only from safe origins and through bastion hosts;
  * Main assets are located in private network subnets, only accessible via tunnel or VPN style access;
  * Minimum surface attack security principle is implemented across the board;
  * Network-based firewalls are used at different levels of the solution. Main firewall protection is implemented using AWS Security Groups for filtering ingress/egress data traffic;
  * Host Firewall Protection: IPtables is used to validate host-based ingress/egress traffic;
  * Host Based Intrusion Detection Systems (HIDS): OSSEC is used as the HIDS security layer;
  * Database (MySQL) data is encrypted at rest using AWS RDS (MySQL) encryption built-in capabilities;
  * Encryption keys are managed using AWS KMS solution;
  * All information in transit is encrypted using TLS. End-to-end information is secure, from user web server to app server, and from app server into DB server. There is no place in which information flow is exposed "over the wire";
  * TLS: TLS v1.2 is currently used and we have plans to add TLS v1.3. SSLLabs security test rating is "A+";
  * As part of on-going security measures, we run penetration tests and scanning tools weekly (i.e. Nessus, OWASP ZAP scanner, etc.).  Security scan results are monitored and retained;
  * Swiftqueue Solution stacks use relevant measures to mitigate threats. Main components are:

    ~ OSSEC;
    ~ ModSecurity;
    ~ IPtables;
    ~ fail2ban;
    ~ mod_evasive.

  * In addition, the fundamental security principle of "Least Privilege" is applied across AWS Security Groups, network segmentation, FW, etc.
  * There is also an active approach in terms of base software upgrades, server rotation, rootkit detection, etc., in order to keep all infrastructure up-to-date, thereby helping to minimise solution vulnerabilities.
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	Textfield40: Main threats are as follows:



- Accidental data modification due to system misconfiguration (e.g. unsecured Amazon buckets, etc.).

- Intentional data modification of personal data by valid (authorised) user of Swiftqueue system. 

- Unintentional data modification of personal data by valid (authorised) user of Swiftqueue system. 

- Swiftqueue Cloud-based infrastructure data breach by internal and/or external malicious actors.

- Unauthorised Administrator (or "power user") access used to access and modify personal data, due to configuration error.

- Unauthorised (regular) User access used to access and modify personal data, due to configuration error.

- Data is modified into valid or invalid data, which will not be used correctly within the Swiftqueue system (or within connected upstream and/or downstream systems).


	Textfield41: Potential impacts on Data Subjects are as follows:

- Modified Data Subject details are incorrect, resulting in data pollution and data integrity issues, thereby adversely affecting the overall integrity of, and confidence in, the Monkeypox Immunisation System.
- Info within SMS message (appointment notification ) is accessed by non-valid/unauthorised recipient (due to intended valid recipient's details being modified), resulting in a breach of privacy 
- Processing of data that has been modified into valid or invalid data could be liable to cause errors/malfunctions, no longer provide the expected service, or result in the processing operations being misused.

	Textfield42: Risk sources are as follows:

- Client inadvertently supplying incorrect details (typing errors)
- System users use their role-based access inappropriately or maliciously.
- System users share their access credentials inappropriately.
- Role-based access control measures are not configured correctly when setting up users.
- Fundamental security principles are not implemented on the Cloud-based Swiftqueue solution.
- Vulnerabilities (known and/or unknown) within the Swiftqueue solution, e.g. no secure SDLC applied, not accounting for OWASP "Top 10" threats, WASC "Top 20" threats, CWE "Top 25" threats.
- Compromised credentials (are used to modify contact details within the system).

	Textfield43: - The client is responsible for providing the correct mobile number as part of the booking process.    
- Identity and Access Management (IAM) for Users and Administrators of the Monkeypox Immunisation System is fully enforced.
- System Administrator users are limited to small subset of trained individuals.
- Where users are working remotely or from home, they are required to use a secure VPN connection.
- Active monitoring for intrusion detection or other security issues has been implemented.
- Procedures and escalation paths for data breach and/or compromised security are defined and have been implemented.
- Users should be reminded of the importance of data protection and security practices in general.
- HSE staff users are contractually obliged to follow HSE policy on Electronic Communications, Information Security, and Mobile Phone Devices.
- Other users are contractually obliged by the Confidentiality Agreement signed by Users to take all the necessary precautions, to ensure the security of personal data (see copies in Appendices C and F).
- In the event that a member of staff is redeployed, Business/Flu lead?? inform the appointment support team and the redeployed member of staff's user account is initially disabled and then ultimately deleted (as per user management process).
- Updates in Swiftqueue are captured in system audit logs.

Data Processor:

- Swiftqueue have implemented the following technical measures to protect the systems hosted on the AWS infrastructure:

  * WAF (Web Application Firewall) layer is implemented using ModSecurity on each application server;
  * Rootkit protections;
  * Security Groups following the principle of least privilege;
  * SSH access only from safe origins and through bastion hosts;
  * Main assets are located in private network subnets, only accessible via tunnel or VPN style access;
  * Minimum surface attack security principle is implemented across the board;
  * Network-based firewalls are used at different levels of the solution. Main firewall protection is implemented using AWS Security Groups for filtering ingress/egress data traffic;
  * Host Firewall Protection: IPtables is used to validate host-based ingress/egress traffic;
  * Host Based Intrusion Detection Systems (HIDS): OSSEC is used as the HIDS security layer;
  * Database (MySQL) data is encrypted at rest using AWS RDS (MySQL) encryption built-in capabilities;
  * Encryption keys are managed using AWS KMS solution;
  * All information in transit is encrypted using TLS. End-to-end information is secure, from user web server to app server, and from app server into DB server. There is no place in which information flow is exposed "over the wire";
  * TLS: TLS v1.2 is currently used and we have plans to add TLS v1.3. SSLLabs security test rating is "A+";
  * As part of on-going security measures, we run penetration tests and scanning tools weekly (i.e. Nessus, OWASP ZAP scanner, etc.).  Security scan results are monitored and retained;
  * Swiftqueue Solution stacks use relevant measures to mitigate threats. Main components are:

    ~ OSSEC;
    ~ ModSecurity;
    ~ IPtables;
    ~ fail2ban;
    ~ mod_evasive.

  * In addition, the fundamental security principle of "Least Privilege" is applied across AWS Security Groups, network segmentation, FW, etc.
  * There is also an active approach in terms of base software upgrades, server rotation, rootkit detection, etc., in order to keep all infrastructure up-to-date, thereby helping to minimise solution vulnerabilities.
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	Textfield44: Main threats are as follows:



- Accidental data deletion due to system misconfiguration (e.g. unsecured Amazon buckets, etc.).

- Intentional data deletion of personal data by valid (authorised) user of Swiftqueue system.

- Unintentional data deletion of personal data by valid (authorised) user of Swiftqueue system.

- Swiftqueue Cloud-based infrastructure data breach by internal and/or external malicious actors.

- Unauthorised Administrator (or "power user") access used to access and delete personal data, due to configuration error.

- Unauthorised (regular) User access used to access and delete personal data, due to configuration error.


	Textfield45: Potential impacts on Data Subjects are as follows:

- Data Subject details are deleted and/or disappear, resulting in data pollution and data integrity issues, thereby adversely affecting the overall integrity of, and confidence in, the Monkeypox Immunisation System.
- Unauthorised deletion of data may cause the appointment notification  being undeliverable to the recipient, resulting in a delay in receipt of care.
- In the event of missing and/or deleted data, attempted processing could be liable to cause errors/malfunctions, or no longer provide the expected service.

	Textfield46: Risk sources are as follows:

- System users use their role-based access inappropriately or maliciously.
- System users share their access credentials inappropriately.
- Role-based access control measures are not configured correctly when setting up System users.
- Fundamental security principles are not implemented on the Cloud-based Monkeypox Immunisation system solution.
- Vulnerabilities (known and/or unknown) within the Swiftqueue solution, e.g. no secure SDLC applied, not accounting for OWASP "Top 10" threats, WASC "Top 20" threats, CWE "Top 25" threats.
- Compromised credentials (are used to delete contact details within the system).
	Textfield47: - Appointment data cannot be deleted by a system user, it can be updated.  A mix-up would happen whereby incorrect contact information was provided at the point-of-entry, or the data is changed manually during the process. However, operational processes are in place to verify that the number provided at the point-of-entry time of referral is a valid mobile number.
- Identity and Access Management (IAM) for Users and Administrators of Monkeypox Immunisation system is fully enforced.
- System Administrator users are limited to small subset of trained individuals.
- Active monitoring for intrusion detection or other security issues has been implemented.
- Procedures and escalation paths for data breach and/or compromised security are defined and have been implemented.
- System users are reminded of the importance of data protection and security practices in general.
- HSE staff (including contractors) are contractually obliged to follow HSE policy on Electronic Communications, Information Security, and Mobile Phone Devices.
- Third party users are contractually obliged by the Data processing agreement signed to take all the necessary precautions, to ensure the security of personal data (see copies in Appendices C and F).


- Swiftqueue have implemented the following technical measures to protect the systems hosted on the AWS infrastructure:

  * WAF (Web Application Firewall) layer is implemented using ModSecurity on each application server;
  * Rootkit protections;
  * Security Groups following the principle of least privilege;
  * SSH access only from safe origins and through bastion hosts;
  * Main assets are located in private network subnets, only accessible via tunnel or VPN style access;
  * Minimum surface attack security principle is implemented across the board;
  * Network-based firewalls are used at different levels of the solution. Main firewall protection is implemented using AWS Security Groups for filtering ingress/egress data traffic;
  * Host Firewall Protection: IPtables is used to validate host-based ingress/egress traffic;
  * Host Based Intrusion Detection Systems (HIDS): OSSEC is used as the HIDS security layer;
  * Database (MySQL) data is encrypted at rest using AWS RDS (MySQL) encryption built-in capabilities;
  * Encryption keys are managed using AWS KMS solution;
  * All information in transit is encrypted using TLS. End-to-end information is secure, from user web server to app server, and from app server into DB server. There is no place in which information flow is exposed "over the wire";
  * TLS: TLS v1.2 is currently used and we have plans to add TLS v1.3. SSLLabs security test rating is "A+";
  * As part of on-going security measures, we run penetration tests and scanning tools weekly (i.e. Nessus, OWASP ZAP scanner, etc.).  Security scan results are monitored and retained;
  * Swiftqueue Solution stacks use relevant measures to mitigate threats. Main components are:

    ~ OSSEC;
    ~ ModSecurity;
    ~ IPtables;
    ~ fail2ban;
    ~ mod_evasive.

  * In addition, the fundamental security principle of "Least Privilege" is applied across AWS Security Groups, network segmentation, FW, etc.
  * There is also an active approach in terms of base software upgrades, server rotation, rootkit detection, etc., in order to keep all infrastructure up-to-date, thereby helping to minimise solution vulnerabilities.

	14: Off
	2  Unlikely1: Off
	3 Possible1: On
	4Likely1: Off
	5 Highly Certain1: Off
	15: Off
	2  Minor1: Off
	3 Moderate1: On
	4Major0: Off
	5  Critical1: Off
	Low1: Off
	Moderate0: On
	High1: Off
	Textfield48: Due to sensitivity of data collected there is a risk of breach of privacy that could impact the rights and freedoms of the data subject.
	Textfield49: - System user accidentally or deliberately shares data subject information
- Unauthorised system user access utlised to access and share personal data, due to configuration error
- Security infrastructure is breached by malicious actors
	Textfield50: Potential impacts to the data subject include limitations of the data subject's rights, discrimination,damage to reputation, loss of confidentiality of personal data protected by the HSE, and social disadvantage.  
	Textfield51: Risk sources are as follows:

- System users use their role-based access inappropriately or maliciously.
- System users share their access credentials inappropriately.
- Role-based access control measures are not configured correctly when setting up System users.
- Fundamental security principles are not implemented on the Cloud-based Monkeypox Immunisation system solution.
- Vulnerabilities (known and/or unknown) within the Swiftqueue solution, e.g. no secure SDLC applied, not accounting for OWASP "Top 10" threats, WASC "Top 20" threats, CWE "Top 25" threats.
- Compromised credentials (are used to delete contact details within the system).
	Textfield52: - Identity and Access Management (IAM) for Users and Administrators of Monkeypox Immunisation system is fully enforced.
- System Administrator users are limited to small subset of trained individuals.
- Active monitoring for intrusion detection or other security issues has been implemented.
- Procedures and escalation paths for data breach and/or compromised security are defined and have been implemented.
- System users are reminded of the importance of data protection and security practices in general.
- HSE staff (including contractors) are contractually obliged to follow HSE policy on Electronic Communications, Information Security, and Mobile Phone Devices.
- Third party users are contractually obliged by the Data processing agreement signed to take all the necessary precautions, to ensure the security of personal data (see copies in Appendices C and F).
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	Were data subjects or a representative consulted a: No
	Textfield53: 
	Textfield54: Due to the speed of the emergency response to the Monkeypox outbreak there was not sufficent time to carry out a formal public consultation prior to roll out of the HSE Monkey Immunisation System. Instead strong engagement with stakeholders representing the at risk community cohort is in place from the beginning of the vaccination programme planning .
Based on previous engagements with the scheduling of appointments for patient cohorts this has been done by patient initiated contact rather than a consultation process.
	Textfield55: The National DPO Office has reviewed the Monkeypox Immunisation System DPIA and accompanying appendices, and had one follow up meeting with Deirdre Horgan on 10/10 to discuss the processes involved. In the main, the processing described in this DPIA seems well thought through and significant consideration has been given to ensure appropriate controls are put in place to manage the project and protect the confidentiality and integrity of the personal data of the individuals involved. The risks identified are mitigated through various controls. 

The DPO Office is satisfied that the initial review comments have been appropriately addressed. The requirement of ethnicity as a data field has been justified by the business owner to ensure equity of access to vaccine. For certain ethnicities there is a stigma associated to identifying with the gbMSM community, collecting the data will inform the vaccination program on activities required to increase uptake. 

We request that you contact the National DPO Office should the processing activity change or if further data fields are requested as part of the process.
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